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Smart Card | Options | About

["] Show only readers with inserted smart card
= SCM Microsystems Inc. SCR33x USB Smart Card Reader 0

I ARMID (AuthPIN)
"z, ARMID (SignPIN)

Attribute Value

Manufacturer PWPW S A.

Serial number ~ 9051011351685084
Label ARMID (AuthPIN)
PIN status not initialized

PINpad support no

N

Objects Master Password Change PIN Llnb!f:& /
A
B
Tctivate Token = a— Jp— ﬂ]

Card information
Card name |CC multiSIGN

Setial number 1{9051 011351685084

|

Activation Data

Initial PUK
New PIN | |

Label JARMID [AuthPIN)

confirm | |

© The following certificate has been added from a smartcard * *
CN=Karapotyan Karapot 1234567890, SERIALNUMBER=13b270c812346b, G=?772777,
SN=2272222277, C=AM




Manager > - 6 Y ?

Reader .

Change PINA _ * B A

i

PUK" ¥ .

. New PIN'

B, 8 T A

R ¢

B

T

A

B

wos o,

n o~ 7
.

VAR
V., B ¢

" . t " B !

"CryptoCard Suite

"ARMID (AuthPIN) ~ . " ~ -

5 PUK"
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F CryptoCard Suite Manager [l
Smatt Card | Options | About |
[] Show only readers with inserted smart card
5-3Q SCM Microsystems Inc. SCR3310v2.0 USB Smart Cord Rea 0
] ARMID (AuthPIN)
B ARMID (SignPIN)
I
Atrbute Value -
Manufacturer PWPW SA
Serial number 9051011342008409
Label ARMID (AuthPIN) =
M| | PiNtength 4-10 ‘
I|| | PiNpad support no L4
PIN status 3 attempts
PUK status
|| Eeme = =

Warning!

==

Improper PIN manipulation can definitely block smart card. Be sure that
2B youknow valid user or SO PIN (Security Officer PIN) value. Continue?

()

Card name jAHMID [AuthPIN]

Serial number (3051011342008409

New PIN [

confim i L
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Smart Card | Options | About

[] Show only readers with inserted smart card
=-4Q SCM Microsystems Inc. SCR3310 v2.0 USB Smart Card Rea 0

[~ JARMID (AuthPIN)]

g ARMID (SignPIN)

Attibute Value -l

Manufacturer PWPW S A

Serial number 9051011342008443

Label ARMID {AuthPIN) =

PIN length 4-10

PINpad support no |

PIN status blocked!

PUK status ok

Conn “. =3 9 Adn Nbadoan i
Master Password | [ Change PIN [P Fomat

. - .
Unblock user PIN u

Card narne FHMID [AuthPIN]
Serial number |9051011342008409

PUK

Mew PIM
confim

[7] Reset the PIM retry counter

1]:8

Cancel
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o

0
5 o
BV B ‘(Sd'VE)a . BY . B "”ﬁ b =

‘ B soess
. v . Office N _ E AR L L. =
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’

Prepare> Add a Digital Signature (Phomen
[ _ﬁ Send
d3" T qu/\ - tos A ) L/ publish

J“ Close

Sign s . _ - vs® 7T 7 "Gign Ser

»

»

»

Prepare the document for distribution
[\ Properties
| View and edit document properties, such
as Title, Author, and Keywords.
. Inspect Document
== check the document for hidden metadata
or personal information.
(1] Encrypt Document
3 increase the security of the document by
adding encryption.
b Restrict Permission
LQ Grant people access while restricting their  »
ability to edit, copy, and print.
[ Add aDigital Signature
Ensure the integrity of the document by
adding an invisible digital signature.

[&®, Markas Final
| Let readers know the document is final and

make it read-only.

[ 3 Run Compatibilty Checker
87 Check for features not supported by earlier
versions of Word,

—
| 21 word options | X Exit word

|9

@  Ssee additional information about what you are signing...

AN_ BN Pur pors signing othis

You are about to add a digital signature to this document. This signature will not be
visible within the content of this document.

a'OC Umeh f Q‘ LT - -t By Purpose for signing this document:

B¢ v A (R T

Signing as:
Issued by: Test Syster for Issuing Electronic Cards

Karapotyan Karapot 1234567890

[ son | [ concal ]

CryptoTech CSP B, - Ve
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S L A
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N

A Signature Details "

LBC2 . LBy T2 T 0T | [@ verification error: |
|Karapotyan K... 30.11.@
A Remove Signature L & Sign Again...
Signature Details...
v " B .. " 7 y . BY | - Signature Setup...
) i i Remove Signature
S, ., B Y2
At. 8¢B, v, gt onoe
"B R ? . . vE 0B

~ N - FARERN >
-B 5 O B
< om nov [ (] A
oM B ; LI

> Add a digital Signature™ Sign_ ¢ . _ - v & | " 2 "Chahge
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MSWord 2003, & ~ ¢ ! . ! .

B ' v, B "B <8

Cve
s LBy B D0

- 3

-1

y

By ,Vv'sC™ B

?V." . Z-ools— n

-

" .8 Vv B "(Save)

< P

B

Options
| usermnformaton |  compatbiity | FieLocatons
General I Edit I Print Save
Security l Spelling & Grammar I Track Changes

File encryption options for this document
Password to open:

- " Options" "~ ¢ -

Y' . . 'Sécurityv ¥ . . ¥ > " 7 " Digital Signatures
"B AP

T T Add

L BYE ST TVE 8, B YT, MY TOKS

s YPINA S T TOKS

] n

¥ ' v. s ° "Digital Signature, ¥ . _ - v "I~
Remove N _ ' ¥ A7 . AView Certificate N _ ' 8 A
Vs s L g sy, s
O A, v B,y _ 28¢5

ML AN SR I ~ 1y g
AB . "G M ‘>";¢ YKYBY"V*?,'BC‘"Y'
s . .MS’Excel2003 8 ~ ¢ " C LT AL . _
- CoviElT B L, . BY . A .
V. "TBEAAL ANWE VG B & TR
AN 8 [Signed, unverified] ~— _ ;% ‘8. . B & , [ &

File sharing options for this document
Password to modify:

ommended

rotect Document...

[] Remove personal information from file properties on save

[T] warn before printing, saving or sending a file that contains tracked
changes or comments

Store random number to improve merge accuracy
[¥] Make hidden markup visible when opening or saving
Macro security

Adjust the security level for opening files that might
contain macro viruses and specify the names of
trusted macro developers.

Lok J[ cnd ]

Digital Signature

Signatures

The digital signature generated by Office may not constitute a
legally binding signature. For more information, read about digital
signatures in Help.

The following have digitally signed this document:
Digital ID Issued By

Signer Date

< [‘ 1 »

Attach certificates with newly added signatures

m
0
{

a
=b
o

i

“« © »

M This document has been digitally signed|®
R

Russian (Rus

By .';
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A MS Word 2010 , 5 "~ ¢ ",..0 .8y .

Home Insert Page Layout References Mailings Review

B - B B B " B B " s
v R (Save) o Information about dd
Save As
- . C:\Users\Arthur Melyan\Desktop\dd.docx
t n
oo T BY . % _B y ¢ _ T PV L Flle [ Open
: 5 [ Close Bieniach
L N Y ermissions
R A Info-> Protect Document> Eﬁ%? Anyone can open, copy, and change any |
P . Protect
Add a Digital Signature Recent Do mnents
- New Mark as Final
1 ~ - ' t A
N B A Let readers know the document is final
A d3 ol@ - and make it read-only,
A - ~ . pH [@1+) Encrypt with Password thatit co
A G - . B Yy P/N A v " - 0’(‘1‘ E? Require a password to open this ithor's nz
- - Save & Send document.
s, e , I Restrict Editing
A d3 + . BY . - VB . B - OK Help Eﬁ Control what types of changes people
- - - can make to this document.
nov - ] Options Add a Digital Signature
> . ¢ 3 Ensure the integrity of the document ns of this
- Exit by adding an invisible digital signature,

>

%‘ T B y T " W " - + ! : ’) B Av 5 2

VvV B "; - - Iy . BY . VvV K _> !a B, = ﬁ;‘dv

- - - AaBbCcDL [ '% | a R:\p]a(e

Signatures ¥ . _ - v Emenass =) SHtes |12 selest®

’ %1 Editing
A Signature Details" * > s =" L _ - 7. .
)| Signatures yix
LB O L BYB S TR T8 O @ Verification error: I

Karapotyan K... 30. 11.@
& Sign Again...
Signature Details...

A Remove Signature" = ' s "~ " v B

Signature Setup...

Remove Signature

p
#
=
®
1
<
=
=
.S
®
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A MSWord2016, & ~ € ' . ' . sy .v'CT sl <M ByE D TCN AL T

L. _ .8y . _vE s sy ", e " Cs Trystetl Rople, _ ¢ ' " .CryptocardSuite

Manager> . s vy~ 2?: . _ .7~
A & ¢ . CryptocardSuiteManager> - ¢ v ° . °

AAr. A5y ™" "  ADMINAuthPIN) . . ~.7. 5

ﬁ CryptoCard Suite Manager M
Smart Card | Options | About

7] Show only readers with inserted smart card

Atribute Value o
Manufacturer PWPW SA

Serial number 5051011388060834

Label ARMID {AuthPIN) E
PIN length 4-10

PINpad support no L
PIN status 3 attempts

PUK status ok

Comn nmmnn fnr nndfinabnn § dmbn 0 budnn

Master Password Unblock Format

Augys . 8 ¥ ., _vs™_ AB_ys """ " CefificateX509. @~ °
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£ CASTLES EZ100PU 0 L= |

Cerfficates
- Login
f Card status: not logged in

[=-f ARMID [AhPIN
Gl Catficate: X509.3

Atribute Value

ssued to AVETISYAN ANAHIT 7110860558

lssued by CAof RoA

Expiration date  2023.12.26.12:13.28

Key usage digital signature, key encipherment, data encipherment, deciphement|
Cerfiicate size 1353 bytes

Id 45
] 1il | »

At _ - w"s. . "In§tall Certificate” = > ¢ ~ " " _ -

Certificate u

General |De13il5 I Certification Path

|_B | Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
‘ * Protects e-mail messages |

» Allows data on disk to be encrypted
# all issuance policies

*=Refer to the certification authority's statement for details.

Issued to:  AVETISYAM ANAHIT 7110860558

Issued by: CAof Roa

valid from 26. 12. 2013 to 26. 12, 2023

{|instal certificate. .| Bissuer Statement

Learn more about certificates

[ ]

-16-



Awgs . o83 . _ve " Place all certificates in the following store

Certificate Import Wizard L J

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
$ (@ Place all certificates in the following store
Certificate store:

Browse...

Learn more about certificate stores

< Back " Mext = ][ Cancel

A Browsen _ ' s AR S _ - wsw T w2 TristedPeople ¥ . .t " . TOKS

L B
Select Certificate Store ﬁ

T E

Select the certificate store you want to use,

... ] Trusted Publishers -
-] Untrusted Certificates

----- [ 7| Third-Party Root Certification Authorities
B v P E
-] Other People B

------ 1 Srmart Card Trietad Bantes
N m [ *

[] show physical stores

oK ][ Cancel ]

— A

cB Lo U O v T T 8 8 S Y Next->Finish
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>_ T _-veE T T A s . " s TARMID

(SignPIN). _ ~ Vv = 6 .,

E& CryptoCard Suite Manager
TYP 8

Smart Card | Options | About

|| Show only readers with inserted smart card
b CASTLES EZ100PU O

=IN! N
ARMID{.‘jgnPIN]

Attribute Value it

Manufacturer PWPW SA

Serial number 3051011383060834

Label ARMID {SignPIN} E

PIN length 4-10

PINpad support no | &

PIM status 3 attempts N

PUK status ok

Cor oo PR 9 dsin Nbedon S W
| Master Password Unblock Format

10.5 MSWord 2016, & " ¢ _ - TEOMAL L. TETYY L L BY

A MS Word 2016, & ~ ¢ " . . 8 Y .

j o Prepare the document for distribution
- N L TEE ) N n [ B Properties
VvV B B B vV . B " B < B o |1 View and edit document properties, such
i ’ |7 open as Title, Author, and Keywords.

7, Inspect Document
save |Z5#) Check the document for hidden metadata
o personal information.

=l
B s

\%Prgpau »
Lgd sema
A d" " TOKA_ st >

BV,B‘(SaVe), . By . 8 77C

- < -

-

’

=

v, Office n_ '8 A7 L.,

adding encryption.
- &
ability to edit, copy, and print.
adding an invisible digital signature.

(1) Encrypt Document
[ Increase the security of the document by
Restrict Permission
Grant people access while restricting their >
[ Add aDigital Signature
Ensure the integrity of the document by
[&®, Markas Final
| Let readers know the document is final and
make it read-only.

Prepare> Add a Digital Signature

Publish »
[#] 3 Run Compatibility Checker
- ] Check for features not supported by earlier
J Close versions of Word.
| 23 word Options | [ X Exit Word
A Si : wevo= o i |2
A Sign K. _ - VE s = Sign  S9n

© See additional information about what you are signing...

N_ "B NAPUrpose

for
You are about to add a digital signature to this document. This signature will not be
visible within the content of this document.

documehto.? _ - . BY.

Purpose for signing this document:

2R R
Signing as: Karapotyan Karapot 1234567890
Issued by: Test Syster for Issuing Electronic Cards

A CrnyptoTech CSP 6. -

T .. S PINK ST MY TOKS
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A

n n ) 2{ - N

@ oY TV £l | Signatures hd
ve Lo -7 ’ e Lo BY I ?E Valid signatures:
Ve, .. Sighatures ¥ . _ - v AVETISYAN ANAHIT 7110860558 15.05. 2]

: . , - - A Sign Again...
Signature Details' B - _ _

Signature Details...
R A 2 T I O . -
- - : Signature Setup...

Remove  Signature "t T Remove Signature
v " B ,_ 7 7 y s - BY . -
S, . 0B Y2
5. B ¢ B, _ve S, Yo" g
"B ToBm™ ? . . VBB

106 MS Office, ¥ ~ ¢ " . . -7 8Y . __A¥ g~ ' . _ "
Ad3‘_Y5y7__'"I1\B,?VB'5 Word
L}
|nsel’t- "t _ 7 PR Sighature Llne - L‘] A_‘ [ 4 A gnature Line ﬂ 1
v~ . - . . Page Yt Qj‘ Woedhst o Microsoft Office Sspnature Line...
. - Microsoft Office Signature Line amber || Bax~ Putg= ) e s
aer Tent Sywn.Y
(i SignatureSetup ¥ . _ - v "I OKS
1 g8 . B.> 72, Q8 Yy BTTA ?PTAB A B A" T e Y QK S
i Sign, s . _ - ve "I Seléctimagé . LS s L8, L
(8 AES2 sy . AEXE Wt UTATT s T )T " Y TGl
U 6_ -+ sPINAS " " Y 7OKS _ . ?.v" . Signature Confirmation
B, _VvEE>yTs T "Y OKS
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-4

2016 .

T

Sign

L2 . g,

o See additional information about what you are signing. ..

Before signing this document, verify that the content you are signing is correct.

Type your name below, or dick Select Image to select a picture to use as your
signature:

X

Select Image... '

NTL.asL, " T 2007, 2010, 2013

o — i

o See additional information about what you are signing. ..

Before signing this document, verify that the content you are signing is correct.

Type your name below, or dick Select Image to select a picture to use as your
signature:

H

N

Signed by: AVETISYAMN AMAHIT 7110860558
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